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ABSTRACT

Currently, regulations for removing security vulnerabilities in software have been enacted/revised and applied in the
domestic weapon system industry. However, the regulations published so far can only be part of the preparation for known
software security vulnerabilities, and are defenseless against unknown software security vulnerabilities. Fuzz testing is one of
the most widely used testing techniques to analyze unknown software security vulnerabilities. In recent research data, many
methods such as fuzzer algorithm modification or effective seed value extraction have been suggested in order to increase
the efficiency of fuzz testing. However, it is difficult to find research data linking the fuzz testing technique to SDLC. In
this paper, we propose a reinforcement method for efficient analysis of weaknesses in domestic weapon systems by applying
the data generated by SDLC in the domestic weapon system to fuzz testing.

Keywords: Weapon System, SDLC, Fuzz Testing, Security Vulnerability Analysis

.M 2 Asta AASZ] $l8l AAl SSDLC(Secure
Software Development Life Cycle)al
Microsofte 7N Z7|dHARE] Bl FHokdL MS-SDL(Microsoft Secure  Development

Lifecycle) S F=3lgla 2004358 A= =
€ LxEge] M FEel g4 Folr}, =3k v] T

T

Received(12. 15. 2020). Modified(03. 16. 2021),
Accepted(03. 16. 2021) el A= DoDI 8510.01(1)14 sk whep 2

t 412}, ambitihyun@naver.com o] RMF(Risk Management Framework)E ¥
¥ AIAA} kyutae.cho@gmail.com(Corresponding author)



280 axEd] A 9 F71(SDLC)E 8§ sl #7144 Fuzz Testing A& Wy A+

ANAA A
AA &5

ZRA| 2T AL A
oA Mol Hepds wAsta A A7 &F
W77 S8l A AAES AN sk ol
HEzH T F|AA LZES ] A 2 gHe] v
A(2) el ml= MITRE 7]3el4 #elsta gl
CWE(Common Weakness Enumeration) %
3 =l Al S el A AR Aol ZHArE
= 253t =75 AREEle] B4 9 Sk sl
T A BAA(3) 3 A A
A4)e] AHRS Fher= T8 FAH AA
g5 STRIDE (Spoofing,
Information

o

+

i

L
T
o

Tampering,
Repudiation, disclosure,
Denial of service, Elevation of privilege) 71
el 8w Aol IYFY A4 AN
oh sAE AR =W R AA B A el A
AASHe Bek Hepy 4 W ool mek Ao
Holl tigk A e oo g A]A] b2 Het
Fokdel ik ¥4 BEe gtk FAAE A

S A AL ofd FTtbelA A LS
A ZAlo|t}t. o]Fe| WA F7AAY
e dHA|A] %L zero-day A
1 o] zero-day BALE oo 4
b d A AR Sl me Aok
S Aol = vF3kt
A2 A8 (static test) A5

S A R
T A7 B
25 AR e

oo
(= Mz
Ly
(o3
o,
A
R
e
48
2
[o
Mr 30 o

bt o o
2l M i)
i) =2
o
i
T
=
z

o
N
=
Lo
i
o
Ol
2
Mot
=

O T R
roi
-
l"‘j
k)
o

T

Fuzz testingelst wtgdog Z2 g8 A3
A T (fuzzer) aEEe 98 AAH H
EAlo]2(test case)d dHsNR T Z2awle] A4
A FEeA Feldhe HiE J|EEH, 22
o] 4eAA] e crashtt FAIAQl wne]
leak 59 Hob & WAt A dFE
MS-SDL3 RMFdA+ 2% fuzz testing 714
o] AZEe T 9 F7](Software
Development Life Cycle, SDLC)el =]}z o]
= vl W F)AA F A A= ok
Z8lER] o el wEbA 2 EwedAe
fuzz testing 71'd-& =l F7]124 SDLCel| =4
sle 7|E FHbd HAS dstsle AS Algkait)

i
4w
32
K3
22,
~ o

&

F714A SDLCe fuzz testing 24 uhehe
3|

whed] R E Az EYE AR fuzzings 3}
= 2 ofth. Fuzz testings LZESE
Aok ' HIE Eo H2E diikS FEAY

fuzz testings F3sicid AH oz @ v|E
< Zoledl EyAHolth B dAFoME fuzz
testingg F7|AA SDLCo #&sl=d gle] 7]
& AE TAA e 4 gle UE S g

i o
soF & W& fuzz testing 3 A7), £8 24

5 gk} w3k Sl Fo)AA Az ELY] &
(2)ellA dFE HAE 7ES 25T £2ZEY Y] 2
& Adsle] fuzz testingd A48 By 1 A
o} 535 E]lsl] 2o}

B =2 A2l o]e], 2#dMe HE AFE

Fo B} 3 E B =ellA Algkst
fuzz testing 71¥S 3 F7|AA SDLCel
gt W RS AlAEkaL, 43 = Aide] StR
[AAE A2 fuzz testingS &3
H Aol 5395 ol Fog 57
AT 52 7|ssla vHEe gk

S
g

o
o

\‘

B U o |
1 4
e N

s
o
Fi

I 23 o7

2.1 012 FIAHAQ 22t Foby 24 HH

M
0l

SEA] A EellA] dggh upeh o] vl wb-e] 1
oF B3 52 19839 1 JatE A& |
A vl g AR EAQ (1)9] A Risk
Management Framework(RMF) for DoD
Information TechnologydlA & & gl%o]
NIST(National Institute of Standard and
Technology)ellA] AAg RMF Bl n% nds
v FIIAANE FAsA H43la gl RMF
 AE N A 7] QAR BAE Al <
AEle] &3ta H71d wrkR] AEL AA AHT



AR R F5EE] =R (2021, 4) 281
7l BeldS wefsle SSDLCelrh. RMFE & 2HA el A AR e Bk R A

53171 218k 6709 step AMAl 7lel=& 'NIST
SP(Special Publication) 800-37(5)¢l 7<=
o] 9laz, °ol& FF3ly] f1% Bt S HEL
NIST SP 800-53(6)¢l 7<=l $i}. RMFel
Ae AzEs 9F%E #HHld o2} high,
moderate, low®} o] 3AR EFsl=d Bt
S7ARE 8% % SA(System and services
Acquisition policy and procedures) 11W 3
22  Developer Security Testing And
Evaluation 22 394 2% 42 A48l 35
olt}, o] A} FEdE  dynamic code
analysis®] B = sz B =Fdx ALsla
2} 3= fuzz testings E3sk ok

Rl

2.2 I FIIMAL Hot 4N BN M S

J

) F1AAS] B FHH B4 AAL o

TFAEZ Akt A 201149 AA= FoIA
A WA AzEdge A 2 e AH & (2)2
S=) e ml= vedE] 713kl MITRECIA 3
glsls CWE &5& AZAY &5 z3sle] =}
3 Ere BAIEE sgrl 20154E 14
A zEe] A Ao B AT A= A
AARAA S WA 2 GRS AA g
Aol ZRFAS FFEEE sl 201646l (2)
% 2 W8-S whdskgdch. 20179 AR A
8 20154 AR Fukajo)

r{o

L

1= Lo\j-‘?‘ (e} v‘l_::
QR E (9] el NGB FFI|TA (R T
ApRA) 9]

Aol ggsieltt. (9= F71AA S
S-S A8l HokeTAlekS AAske
A& gl mAEe R HE 20209 HAE
(3)3} (4)olM= e84 H7f 5 ARRs %
of E&2 HeH AA EF} threat modeling
71" % STRIDE 71W &<l A& 914 918 o
g, delg] Wx 98 desy, A &
ol 918 WY, HEFE AY W&y, A
2 AX(DoS) 8 W&, At A 98 o
&'l F7tE el

oY Fl 1AM e wak Aoy ¥4
AAE 109 W we A TR Gl b
galch, s Az A5 )
A Aokel BiR B BEY B QoA @
Aopy Aol vhg AAL o4 AARM} glck

W ZE gl fuzz testings W F7)AA e
Agshe 1S Algkei)

3 2 FIIHAL] Hot HopE 2

=
r
e
-l

e Sl FIAAY] Hel FHebd A 3
H¥ A Axp= wel obdel CWESH #Heidl )
AR A ol Azke AxlEgE A Hel 22
= Sl FIAA ;i*ﬂMﬂ A g8lAl= A
A7k sich (10)¥ (11) = F7]AA
SDLCell MS-SDL zixﬂiow Faale Hal F
oy A E5s AL AT Microsoft/‘}
9] MS-SDLE £ZE]E Fz sjtsls 1l
sate]7] wtel FIAAMA e TF *Lé%ﬂ
T devE 3 2] o) 7€ SDLCE
W ohe, OEF &% ABlE W 1A
o= A3 e A 72 HeE vk =13 7
T A= FGH 24 H2E 354 dFEe] 9

AR EY

O

2y

FANAA N A&z Ae Aldkete A7 Aol ARt
RMF AA Z2A|20)] ZAe] A lo] AlF- F

SSERENEE S R RS
vzl RMF 44 el x
(12)9] A7 A%E AR de]
e,

1

2.4 Fuzz testing ZHH i

Fuzz testings AZEYo] Uite daix]=] &

& Hel okge HAESE fzde whye|w
1988Well L 7ol SAsle] x|g7A] hs] A+
7} A&E 3 gleh. Fuzz testing 71 sAi71A]

AFE IR A o] wig- clekste] IEE =
A EE]l Wk (13)elMe AR fuzz
testing®] WA Wk} FAE 2HEd =rEe] 5
AS AYslL fuzz testing®} BHE $AES %
T3 e 28E stk B =iexe (13)
A AAERE gol AolE wErh dEALR fuzz
testings HAE S @8l fuzzings fuzz
testings F3e S webol mgk (13)e4]
£ fuzz testingd <3 1’/]%% 7reEslste] A A3}
I 9lch daEE SAR AR A A




282 axEd] A 9 F71(SDLC)E 8§ sl #7144 Fuzz Testing A& Wy A+

SDLC (X Y] Design Implementation Unit testing oo
1 4 =) 6 7
Selecti f Impl. t Fuzzi It
Fuz_z Selection||ldentification||Selection elec |on.? mplemen ) uzzmg resu
Testing the conditions executable Fuzzing | |analysis and
of UUT ||of seed value||of tools )
Process to end fuzzing test harness defect removal

[
Document
sTP

- SDD: Software Design Description
+ |DD: Interface Design Description
« STP: Software Test Plan

= STD: Software Test Description

« STR: Software Test Report

ANEEIN & [
sop|[ DD | | STP STP

T

A AN

STD STR

output document

— input document

Fig. 1. Applying fuzz testing to each step of SDLC
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Fig. 2. Fuzzing flow
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(timeout) 3= wAdelch.

4.5 Fuzz Testing =H| i =M

A UUTE AAZ} £22F=E fuzzings $3)
Hro] Ag 71538 319l test harnessd RHE]
of gt} Test harnesst AFLelA A3 Ay
Ao g Wes 327 gray box testings &
As 5 QA WE 27 9l gl seed Zhe Al

k

A LEZEYIAAZ|EA(SDD) A FEI 3
Yol fuzzing 8|5 "H3c},
4.6 Fuzz testing =8 Z1} 2ol 4l S} 2N

Table 2.9} Zo] fuzz testing A3 A-1 £2ZE

Table 2. Fuzzing and analysis of results

A-1 A-T1 B
Running 27235 | 85035 | 14,723
Time (s)
Number of
Crashing 135 1,118 155
Test Case
Number of
Unique 63 156 89
Crash
Stat t
avement g9 79 | 100 % 82 %
Coverage
Functi
unetion 100 % 100 % 86 %
Coverage
Defect Null Buffer Null
Pointer Pointer
Example Overflow
Dereference Dereference

el UUT= A &=l sk crashs
AA 7= "2~EA|~7F 13571, unique crash7}
63710] el =9, A-II AZEH]S] H$ HA
E $3) Albe] 953] =o} 1,11879] crashE %
A7 ElaEA | ~9t 156719 unique crash

< A& B £AZEH 9 A5l HAE 7]
T Alzre]l 7P ggolx EF38ta unique crash
£ 897 A&t 71E AAF dib] 7P =2 HEE
< By}

x4el crash® WA 7|& HAEA | AE &
gl BH A-1 AZEYE Fig 5.9 #e] XML
gde o= gl glo] ¥ Bl = A2 =
2EAO]~E €IS W, Fig.6.7 o] Null £

</ 77>
<fw>
<fwConf>

<fwDef nodeId="1" name="H1F2" islLocal="1"
processMode="test" frwIpcId="99" isMaster="1" isLogServer="1"
logServerNodeId="1" logServerIp="127.0.0.1" >

<cli type="tcp" port="33000" />

</fwDef>

</fwConf>

<taskConf>

Fig. . crashing test case of A-l

case xml_end_tag:
if (cur) {
//f (1sYM_stremp(cur->kv.value, "normal”)) {
if (tstremp(cur->kv.value, "normal"))
cur = cur->parent;

} else {

Fig. 6. defects from A-l



A H B F 35 =FA

] (2021. 4) 287

NS_size_t count = 0;
if (p) |
NS_listHead t *n = p->next;
do {
if (n == p) break;

count++;
b = n->next;
} while(1);
}

return count;

Fig. 7. defects from A-ll

GPPZDA, 191111
15F999,A,,14111
11 9RMC,

Fig. 8. crashing test case of B

while (pToken != NULL
{
pToken = strsep(&aGPSInfo, deli);

Fig. 9. defects from B

Fig.7.3} %] Buffer Overflow?} 243kt B
Az Edele] A GPS wAAY AA f-55 A=

she @eld Fig 83 2ol A=A glol et
Hamdelas ER A%t zeEEA el

Fig 9 o} zFo] Null Z<lE ¥

el 4"— EdE F 79 EaE g
lodeh. A WA= 2 fuzz testing #sl A
2] %lﬂla—«] W3 wi on] 9l seed e
gt 28-S S04 % F71AAl SDLCeIA Ak
H= dlo|EE o]&3te] fuzz testing? &S
i3k AAch F HAR SDLC 27] sl
fuzz testings 43l WA 7538 FH o) o
g el s}, ol EIAA AT EYS] Hel F
S F7)ol Falsta Z2A|3pr| wjio] Mok

A

BE G5 u1g) A7 AR 4 gl

4.7 &8

AzAow
testing 44 A3 X9l Bl S WHs}]
228 ¢ glgit}h. A" nok oy e @ ¥

r o
H

7| A A A A g3k

|8l= fuzz testing 24 AL %5] g

FAA AZESee] H] FERE 34
fuzz testing ¥4t olvzl SDLC A whHAlellx ®
.J-E'% slofglt), oln] mFeAe RMF Z&A
77174 SDLC A A 243l Hek&
g %ﬂﬁH N A ZRAAE FEEA AHE F
R RS BFY RMF Z2AAE PHahe
o] &l FalF FHobd A & A3l
A3 fuzz testing HEE ARSI &=
RMFE F&sked £ =ioA AAE fuzz
testing ol9l9] 8 AFsIES ] wEdor 3y
71 SDLCE AAA vz 87} 9l
w3k F)AAL] Bet BES $)ste] SDLC A
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